
ARE YOU READY FOR THE NEW 
DATA PROTECTION ACT?

The new Data Protection Act and Data Protection Ordinance came into effect on 1 September 
2023. There is no transition period. Read on to discover what the law means for you and the 
action you must take in your company.

The new Federal Data Protection Act 
(FADP) with its implementing ordi-
nances governs all aspects of the pro-
cessing of personal data by private 
individuals, companies and federal 
agencies. The term „personal data“ re-
fers to all data relating to an identified 
or identifiable natural person. As befo-
re, the term „processing“ has a broad 
meaning and, among other things, in-
cludes the collection, processing, sa-
ving, storage, adaptation or alteration, 
dissemination, use, archiving, erasure 
or destruction of data.

In particular, the new Data Protection 
Act improves the transparency of all 
types of data processing and signi-
ficantly strengthens the position of 
data subjects in respect of their own 
data. The data protection legislation 
imposes a large number of (new) obli-
gations on the data controller. We 
give a list below of the most import-
ant changes and the controller’s obli-
gations:

Information obligations and data 
privacy statement

Data subjects must be informed ab-
out the extent and purpose of data 
processing. This usually takes the form 
of what is called a „data privacy state-

First and foremost: the new Data Protection Act applies to all of us, whether a private individual, a one-man 
operation, an SME or a multi-national conglomerate. It applies to a Jass club just as much as to Swiss federal 
agencies. It also applies to all sectors and any person or organisation failing to comply with the legislation 
now runs the risk of huge fines. 

ment“. This informs data subjects ab-
out which personal data is processed 
for which purposes, the party or par-
ties to whom the data is transmitted, 
whether and which data is obtained 
from third parties, and whether data 
is sent outside the borders of Switzer-
land. The data privacy statement can, 
for example, be posted on a compa-
ny‘s website or made available to data 
subjects by other methods. Although 
it does not have to be attached to 
every written communication, such 
documents should at least make re-
ference to the relevant website. Plea-
se note that the new FADP contains 
additional obligations to provide in-
formation. This means that you must 
check your privacy statements and 
amend them if necessary. We will 
support you in this process and up-
date your privacy statement for you.  

Data privacy / IT infrastructure

Only the persons who actually need 
the data for processing should have 
access to this personal data. In this re-
gard, internal guidelines on data pro-
cessing must be prepared or amen-
ded and processes defined. We would 
be pleased to assist you in the prepa-
ration of these guidelines.
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Technical (e.g. encryption and/or fire-
walls) and organisational (e.g. IT direc-
tives/training courses) measures must 
be adopted to protect personal data.

Protection against claims and costs 
(insurance)

Companies will in future be subject 
to a large number of extended duties 
of care. If these are breached, protec-
tion in the form of suitable insurance 
policies tailored to meet the new cir-
cumstances will quickly gain in im-
portance. We strongly recommend 
that you ask your insurance advisor/
broker to review the following insu-
rance policies.

1. Your business and professional lia-
bility insurance
In most cases, pure financial loss ari-
sing from breaches of data protection 
obligations and the costs of regulato-
ry assessment procedures can now be 
easily included in the insurance cover.
2. Directors‘ and officers‘ liability
The data controller should be mentio-
ned in the policy as a co-insured per-
son.
3. Legal expenses insurance
Comprehensive insurance extends 
across all possible disciplines such as 
criminal, administrative and data pro-



criminal, administrative and data pro-
tection proceedings as well as investi-
gations, etc. The involvement of pub-
lic authorities can have extensive cost 
implications.
4. Cyber insurance
Data privacy and data security are in-
separable today. Fines and penalties 
can be partially imposed on the insu-
rer. Cyber insurance as the ultimate 
insurance deserves special considera-
tion.

Contracts with service-providers

You probably use service providers 
for certain parts of your operations 
(e.g. IT support, accounting software, 
distribution of newsletters, etc.). It is 
possible to outsource data processing 
to order processors under specific 
conditions. As the controller, do you 
already have order processing con-
tracts with third party providers? We 
would be happy to review and upda-
te these. Alternatively we would be 
pleased to assist you in the drafting 
of these contracts.  

Reporting in the event of breaches 
of data privacy

A breach of data privacy occurs if per-
sonal data is inadvertently or unlaw-
fully lost, erased, destroyed and alte-
red or if the data is disclosed or made 
accessible to unauthorised persons. 
If the breaches are likely to pose a 
serious risk to the personal or basic 
rights of the data subject, this must 
be reported to the Federal Data Pro-
tection and Information Commissio-
ner (FDPIC). Data subjects must also 
be informed if this is necessary for 
their protection. We will support you 
in these processes and, if requested, 
provide you with a template for your 
submission to the FDPIC.

Rights of the data subject

Data subjects whose personal data 
is processed have the right to recei-
ve information about their own data. 
The FADP grants them the right to 
receive information from data proces-
sors. Information of this nature must 
be provided free of charge within 
30 days. Data subjects also have the 
right to have incorrect data rectified 
or to request the erasure of their data. 

However, the data subject’s right to 
information is not absolute. Thus in 
statutory exceptional cases (e.g. legal 
proceedings) there is no obligation 
to comply with the request for infor-
mation. In specific cases we would 
be pleased to advise you whether it 
is actually necessary to respond to a 
request. 

Processing log

Companies with more than 250 em-
ployees or companies which process 
large volumes of sensitive personal 
data or which undertake high-risk 
“profiling” are placed under a man-
datory obligation to maintain a data 
processing log. 

Article 5 nFADP, para. c1-6 classifies 
the following data as sensitive perso-
nal data: 

1. Data on religious, ideological, politi-
cal or trade-union views or activities,

2. Data on health, private life or racial 
or ethnic origin,

3. Genetic data,

4. Biometric data that unambiguous-
ly identifies a natural person,

5. Data on administrative and criminal 
prosecutions or sanctions,

6. Data on social assistance measures

We recommend that companies 
maintain a data processing log even 
if they are not subject to a mandato-
ry obligation to compile such a log. 
In smaller scale situations it is at least 
sensible to maintain a data inventory. 
A log or inventory provides an enhan-
ced and centralised representation of 
the data processing, increases trans-
parency of the processed data and 
creates an overview. Among other 
benefits, they assist in the identifica-
tion of data breaches. Contact us for 
detailed information and a summary 
of the essential questions when esta-
blishing a log or inventory.

Transmission abroad

Most international cloud and software 
providers have servers outside Swit-
zerland or servers that can be acces-
sed from abroad. The major interna-
tional players, in particular, also make 

storage facilities available in Switzer-
land. However, storage facilities of this 
nature must often be pro-actively re-
quested. If data is to be transmitted 
abroad, the country must have an 
equivalent level of data protection 
(which is the case in the EU but not in 
the USA) or additional measures must 
be undertaken to guarantee data se-
curity. Transmission not only includes 
actively sending the data, but also re-
mote access.

When data is transmitted to the USA, 
adequate data protection can be gua-
ranteed by standard contractual clau-
ses as well as by other and/or supple-
mentary security measures. In such 
cases please take care that you make 
reference to standard contractual 
clauses and that these are contained 
in your General Terms and Conditions 
of Business or in the order processing 
contract. If this is not the case, you 
must ensure that these clauses are in-
corporated. We would be pleased to 
support you in this matter also.

Data privacy impact assessment

All companies which process per-
sonal data must identify and assess 
the associated risks. Companies can 
in principle undertake a simple risk 
assessment for this purpose. When 
planning new data processing activi-
ties which could potentially involve a 
serious risk for data subjects, the data 
controller must assess and document 
the risks as part of a formalised data 
privacy impact assessment.  Serious 
risks arise in particular when using 
new technologies or from the nature, 
extent, circumstances and purpose of 
the processing (for example if large 
volumes of sensitive personal data are 
processed or if artificial intelligence is 
used). The data privacy impact assess-
ment contains a description of the 
intended processing, an assessment 
of the risks to the personal or basic 
rights of the data subjects as well as 
measures to protect their personal 
and basic rights. Do you need help? 
Contact us. 
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Data controller and contact   

Nominating a person to take care of 
data privacy in the company, organi-
sation or even in a club is recommen-
ded. This data controller would have 
to acquire a basic knowledge of data 
privacy legislation and serve as the 
contact person in the organisation for 
questions about data privacy. This per-
son can acquire this knowledge from 
public sources or training courses and 
can also call on external support. We 
would be pleased to support you in 
this matter too.

Erasure of data   

Personal data may only be processed 
for as long as is necessary to perform 
the service, guarantee the contractu-
al and statutory retention periods or 
safeguard overriding business inter-
ests (e.g. to safeguard legal claims). 
Data that is no longer needed must 
be erased. “Erase” means that the 
data cannot be restored without di-
sproportionate effort and/or expense. 
The process for erasure must also be 
formalised, meaning that internal ru-
les must be drafted about who is re-
sponsible for checking the retention 
periods, the frequency with which the 
checks are to be undertaken and who 
erases the data.  

About the Treureva Group

The Treureva Group is a leading, independent service provider located in the heart of Zurich. Founded in 1982, the Group 
is wholly self-owned. The group includes Treureva, GHM Partners, Integralis and AVANTA.

With our inter-disciplinary team of over 100 experts we can provide you with comprehensive advice. Just like our orange 
chair, we can operate anywhere and are there where you need us. Not surprisingly, our credo is “Making our clients more 
successful”.

We are a member of EXPERTsuisse and the international association PrimeGlobal; we are also the only Swiss member of 
the German Auditors’ Association (Wirtschaftprüferverbund BAN e.V.). 

Our employees have in-depth knowledge of national and international accounting standards as well as the legal aspects 
of commercial and specialist regulatory systems and requirements. As ongoing advanced training is one of the founda-
tion stones of our corporate philosophy we can guarantee the highest level of quality for our clients. We have experienced 
and long-serving staff and can guarantee ongoing service from your contact persons.

Oliver Habke
+41 58 255 73 00
datenschutz@treureva.ch

The Treureva Group experts will support you in the 
implementation of the new data privacy legislation. 
Contact us.
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